FYFEWEB EXPORT CONTROL POLICY
IMPORTANT NOTICE ABOUT PERSONAL LIABILITY FOR PROHIBITED EXPORTS OF FYFEWEB
PRODUCTS AND SERVICES
Our products and services may contain dual-use items or encryption features that make it an
offence for you to do certain things with it, even inadvertently. Ignorance of these rules does
not reduce your personal liability. Therefore, please read the following guidelines carefully
before accepting use of the products and services.
You may not 'export' our products and services to person(s), organisation(s) or countries
listed on US, UK & EU Export Control Lists. Countries currently include: (a) Cuba; (b) Iran; (c)
Myanmar; (d) North Korea; (e) Russia; (f) Sudan; (g) Syria.
PROHIBITED PERSON(S), STATE(S) AND/OR ORGANISATION(S)
Additionally, our services or software cannot be used by the following people, states or
organisations:
(REPUBLIC OF) BELARUS:
- Persons undermining democratic processes or institutions (including President Alexander
Lukashenko and other officials).
DEMOCRATIC REPUBLIC OF THE CONGO:
- Persons contributing to the conflict in the Democratic Republic of the Congo
FORMER YUGOSLAVIA:
- Persons who threaten international stabilisation in the Western Balkans and some states
of the former Yugoslavia.
(REPUBLIC OF) IRAQ:
- Specific individuals and entities associated with the former Saddam Hussein regime
- Persons who have committed, or pose a significant risk of committing acts of violence that
threaten the peace or stability of Iraq or the Government of Iraq or undermine efforts to
promote economic reconstruction and political reform in Iraq or make it more difficult for
humanitarian workers to operate in Iraq.
(REPUBLIC OF) LEBANON:
- Persons who undermine the sovereignty of Lebanon or its democratic processes and
institutions
(STATE OF) LIBYA:
- Persons associated with former leader Muammar Gaddafi's regime
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RUSSIAN FEDERATION:
- Persons believed to be responsible for the detention, abuse, and death of any person and
other reported violations of human rights in Russia
- Persons believed to be responsible for the handling, development, transportation or use
of chemical or biological weapons
- Persons who undermine the peace, security, stability, territorial integrity and the
democratic processes and institutions of Ukraine and persons administering areas of
Ukraine without central government consent, and all Russian Governmental Officials
(FEDERAL REPUBLIC OF) SOMALIA:
- Persons contributing to the conflict in Somalia.
UKRAINE:
- Persons who undermine the peace, security, stability, territorial integrity and the
democratic processes and institutions of Ukraine. Also, persons administering areas of
Ukraine without central government consent, also a number of senior Russian Officials
close to President Vladimir Putin.
(BOLIVARIAN REPUBLIC OF) VENEZUELA:
- Government officials linked to the 2014–15 Venezuelan protests and those who the US
government alleges have committed human rights violations
YEMEN:
- Persons who threaten peace, security, or stability in Yemen.
(REPUBLIC OF) ZIMBABWE:
- Persons who undermine democratic processes or institutions in Zimbabwe, including a
number of Government Officials.
THIS LIST IS SUBJECT TO CHANGE. IT MAY BE UPDATED FROM TIME TO TIME, SO PLEASE
VISIT THE APPROPRIATE UK, USA & EU EXPORT CONTROL LIST(S) AND WEBSITES.
This prohibition on 'exports' means you may not send the software itself to such countries
but it also means you may not carry your own personal computer containing this software
into or through such countries. Anywhere in the world, even inside the UK, US or EU, you may
not transfer this software (or a computer containing this software) to certain persons or
organisations or companies listed on all the respective Denied Parties List. Such a transfer is
a "deemed export" subject to international Export Administration Regulations & Legislation.
Do not deliver or transfer this software or a personal computer containing this software to a
national or resident of a foreign country anywhere in the world without first checking the
appropriate export control lists.

Last revised: MAY 25, 2022

NOT PROTECTIVELY MARKED

